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Teachers' Perception of the Phenomenon of
Cyberbullying during the COVID-19 Pandemic

Elena-Ancuta ZAVOIANU!, Ton-Ovidiu PANISOARA?
Abstract

Cyberbullying is a negative social phenomenon that takes place online. 1t consists of harassing technology users
through various means and various platforms. Frequent exposure to this phenomenon can canse emotional,
mental and social problems for victims, witnesses and aggressors.

In the current pandemic context, when education has shifted to the online environment, and students spend a
significant amonnt of time using different devices and online platforms, the number of cyberbullying cases is
constantly increasing. There is currently little research describing how this phenomenon influenced online
ageression.

In preventing and eliminating this phenomenon, teachers play an important role, due to the time they spend
with students and the impact they can have on them.

In order to identify teachers’ perceptions of this phenomenon during the pandemic and how they manage it in the
classroom, we condncted a qualitative research on 10 teachers from primary and secondary schools. The results
of the research were interesting and offered a new perspective on this phenomenon during Covid-19 crisis.
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1. Introduction

Technology is a patt of everyone's life, from young people to the eldetly
(Livingstone et al., 2011). Technology made life easier in terms of communication
and working, but in the same time it made it quite dangerous for the mental health
of the people who do not have basic digital literacy.

The rapid development of technology has led to the so-called cyberbullying
phenomenon. Cyberbullying is a type of online harassment that uses technology and
internet in order to produce harm (Smith et al., 2008). This phenomenon involves
the intentional provocation of the victim's suffering by sending malicious messages,
sharing photos that lead to denigration of the victim, creating fake profiles,
exclusion from groups, blackmail and threats.
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Cyberbullying is considered to be an extension of bullying in the online
world. The two phenomena have similar characteristics such as: intentionality,
frequency and unequal power relations (Tokunaga, 2010). What distinguishes them
is the place where this phenomenon takes place, respectively at school and at home
(Vaillancourt et al., 2017).

Cyberbullying is an extremely dangerous phenomenon, because unlike the
victim of bullying, the victim of this contemporary phenomenon can be assaulted
anytime, anywhere and by anyone with an internet connection. Especially today,
when most courses take place online due to Covid-19.

Regarding the causes that trigger this behavior among the aggressors, they can
be multiple, and Luwing (2010) supported the idea that all children can be aggressors
at some point. Among the best known are: the need for attention, the desire to have
power (Whitson, 2017), social difficulties in establishing relationships, family
problems, the desire to improve one's social status (Fatis & Felmee, 2011) etc.

One factor that increased the number of cases of cyberbullying is the
possibility of the aggressor to remain anonymous. This possibility and the fact that
the aggressors are not punished for their deeds, makes them unaware of the
negative effects that their behavior produces among the victims and witnesses
(Malamut et al., 2020).

The effects of this phenomenon influence the personality of the victim until
adulthood, in case of non-specialized intervention. The best known effects are: eating
disorders, anxiety, depression, sleep disorders, irritability, absenteeism, somatizations,
decrease of self-confidence, isolation, decrease of school performance, substance
abuse and in some more setious cases suicide (Tanrikulu, 2018).

According to Aboujaoude et al. (2015) and Patchin and Hinduja (2019), the
number of cyberbullying cases have doubled from 2007 to 2019, from 18% to 37%,
and continues to grow this year as all activities have moved online because of
Covid-19, and some students and teachers did not have the necessary skills to
continue the educational process online (Papagiannidis et al., 2020). Teachers and
parents need to be aware that this shift from the classroom to the online
environment exposes children to cyber threats (Dwivedi et al., 2020).

In mediating online and offline conflicts, teachers play an important role
between students (Popovié-Citi¢ et al., 2011), and in the context of COVID-19 this
happens more than ever. They spend a significant amount of time with students, are
role models for them and can teach them how to feel safe on the internet by
introducing a series of prevention and intervention strategies during online classes
(Biggs et al., 2008). Teachers' discussions with students about the rules in the online
environment can lead to the prevention of aggression and the creation of a positive
school climate.

Unfortunately, not all teachers have the necessary skills to intervene
effectively in cases of cyberbullying, which also leads to a decrease in the quality of
prevention programs implemented in school (Sakellariou et al., 2012). Macaulay et
al. (2018) argues that the approach to cyber aggression is inconsistent due to the
fact that teachers do not trust their ability to identify and manage these cases,
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supporting the need for additional training in this area.

Currently, few studies have focused on identifying teachers' perceptions of
this phenomenon, even though their knowledge provides important information for
school policy development that can prevent and reduce cyberbullying cases.

2. Methods and procedure

In order to identify how the teacher manages this phenomenon during the
online classes, we conducted interviews with 10 teachers from the primary and
secondary school from urban area.

The objectives of the interview were: identifying the level of training of
teachers in conducting online classes, identifying how teachers handle this
phenomenon, identifying changes in student behavior in the online environment
and identifying similarities and differences between how teachers manage bullying
and cyberbullying.

The interview was semi-structured and focused on four components:
identification data, online classes, management of cyberbullying, student behaviors
in the context of online lessons.

The subjects' answers were recorded and then transcribed and analyzed.
Subjects were assured of anonymity and confidentiality. The interviews lasted about
60 minutes and were conducted physically, because we did not want to lose sight of
the nonverbal components of communication. The subjects’ answers were analyzed
and coded and classified into various categories.

3. Participants

The teachers were chosen at random from 10 schools in urban areas, 5
teachers in primary school and 5 teachers in secondary school, with teaching
experience between 5 and 30 years. All the teachers were female and stated that they
like this profession, despite the fact that they face daily challenges.

4. Results

Regarding the conduct of online classes, during the Covid-19 pandemic,
teachers said that it was quite difficult for them to adjust to online teaching. They
were all familiar with the technology and used it in class, but it was not an integral
part of the lesson.

"Althongh 1 can call myself a digital native, 1 found it most difficult to keep students
engaged with the belp of technology. 1 feel like I have no control over them. When I share the
screen with them, 1 don't know who is following me and who isn't, what is their
contribution and what is the contribution of their parents and the Google search engine in
solving their work tasks. "

A large part of the interviewed teachers do not know how to keep the
students motivated throughout an hour of class. Also, other answers were about
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how the online class should be conducted, if the class should be limited to
explanations, only writing or both. Some teachers have reported that online classes
are shorter than physical ones and prevent them from organizing their lesson as
they wish. Another problem reported by teachers was the fact that when they share
the screen with students, they fail to monitor them.

Online classes have led to the creation of a new type of cyberbullying, one
that has threatened the safety of students and teachers during classes. According to
teachers, these actions may also explain the refusal of some students to turn on the
camcorder during class.

"There were cases in which various students distributed the links to access online courses to

friends who came in and disturbed the class, played music, swore and sent annoying chat
messages. 1t was very stressful and difficult to manage these situations, especially until we
Sfound a platform to prevent the participation of people from the outside. There were cases in
which the respective students or the aggressors created false accounts with the names of their
colleagnes and distributed inappropriate images or offensive messages."

8 out of 10 teachers said that they discussed about this phenomenon only
when they have faced it in class. Most teachers used different ways to manage the
cases presented above, such as: discussions on the consequences of this
phenomenon, identification and prevention, meetings with parents and inviting a
police officer to talk about cyber security.

"I remember that when 1 heard that such online conflicts were taking place between the
Students in the class, 1 talked to them a lot during the leadership class, 1 came up with
interesting presentations and I even called a policeman to talk to them."

Most teachers talked to the victims, the aggressors and their parents, and in
the worst cases they took measures regarding the grade. Primary school teachers did
not have examples of cases in the classroom. The number of subjects interviewed is
small enough to conclude that cases of cyberbullying are lower in primary education.
According to teachers, the most exposed gender to become a victim of
cyberbullying is female. Teachers afirmed that the networks through which the victims
are assaulted are the messenger of Facebook, Whatsapp, Instagram and the creation of
memes with the victims and even embarrassing content on the Tik Tok platform.
Regarding the behavior of students during online classes, both primary and
secondary school teachers said that they face a decrease in students' motivation for
learning, difficulties of concentration and even excessive shyness. Thus, students
who were eager to assert themselves, suddenly became de-motivated, do not turn
on their cameras and invoke technical or connection problems.
"It seemss to me that good students have suddenly become calmer, and those who usnally
create problems and disturb the class have invented new ways of doing this. Thus, they write
over the shared screen, show various signs or objects in front of the camera to get the
attention of colleagues, make different sounds or put different sounds when 1 share the screen
and I don't have them all in front of me. "
Primary and secondary school students have developed a virtual identity.
Teachers notice changes in students' personalities. They can be determined either by
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the desire to attract attention, or by the fear of being registered or by the presence
of parents.

5. Conclusions

The online school conducted during the COVID-19 pandemic has
encouraged an increase in the number of victims of cyberbullying. According to the
research conducted, teachers became more aware of this phenomenon and
discovered that physical aggression at school has moved to the online environment,
taking a much more aggressive form, which has devastating effects for the victim.

Online classes have led students to develop a virtual personality that help
them stay safe and eliminate the risk of becoming characters in memes or on Tik
Tok platforms. The aggressors' ability to remain anonymous has led many students
to distupt teachers' classes, send them offensive messages, e-mails, or transform
colleagues into victims. The introduction of school policies regarding the
registration of courses and the identification of secure platforms for conducting
online courses have given more security to students and teachers.

This study concluded that the methods of intervention and prevention
imposed by teachers are quite limited and ineffective for the current context.
Discussions with students and parents and even lowering the aggressor's grades are
considered ineffective measures by teachers. They support the development of
digital literacy workshops for both parents and students to ensure continuing
education in this field.

In conclusion, cyberbullying is a consequence of the use of technology. It is
quite difficult to eliminate it, and the cheapest way to treat it is to prevent it. This
must be done by both parents and teachers. Discussions about this phenomenon,
the presentation of examples of famous cases, learning ways to cope and holding
workshops on socio-emotional development for students play a key role in reducing
cases of cyberbullying.

6. Limitations of the research
The limits of this research are represented by: the lack of a large number of

subjects, the subjectivity in processing and coding the answers and the lack of
sincerity of some respondents.
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